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SUMMARY 
As the railway further develops into the 21st century, the signalling and control system increasingly represents an 
Industrial Control System (ICS) including elements of Supervisory Control and Data Acquisition (SCADA) 
systems. Due to the incorporation of common communications protocols and networking devices the system is 
vulnerable to cyber attacks, such as viruses, hackers, organised criminals and state-sponsored groups. 
Mitigation measures including a robust security strategy, collaboration with government departments, and 
technological, social and procedural countermeasures should be in place.      

1 INTRODUCTION 

Industrial Control and SCADA systems are designed to maximise performance, reliability and safety. They can 
be found in many industries, such as: remote monitoring and control of electric power generation and distribution; 
controlling industrial processes in the oil & gas, chemical, pharmaceutical, water, food and beverage industries; 
as well as controlling rail and air traffic.  

Previously security has not been a significant factor in the design of these systems. The use of proprietary 
hardware and protocols, and the lack of interconnection between systems, created a natural barrier to the 
outside world. However, now the widespread use of commercial-off-the-shelf (COTS) products and common 
computing platforms (e.g. Windows operating system and Internet Protocols) in these industrial control systems 
exposes them to new threats - malicious code, spyware, human errors and physical disruption, for instance. 

ICS and SCADA systems are the backbone of automated systems where monitoring or control of a function or 
process is required. Many also have varying degrees of safety-related functionality protecting operators, users, 
customers and members of the public. Therefore, the potential disruption from a cyber event could be 
catastrophic.  

This paper aims to present the Railway Signalling and Control System (RSCS) as an ICS; highlight and discuss 
the threats it could be exposed to, and offer potential solutions to mitigate these. 

2 THE RAILWAY SIGNALLING & CONTROL SYSTEM  

ICS is a general term that encompasses several types of control systems, including SCADA systems, distributed 
control systems (DCSs) and other control system configurations such as Programmable Logic Controllers 
(PLCs). Typical implementations of ICSs are often hybrids that blur the line between DCSs and SCADA systems, 
by incorporating attributes of both. These systems can be highly distributed systems used to control 
geographically dispersed assets, often scattered over thousands of square miles, where centralised data 
acquisition and control are critical to system operation. A SCADA control centre performs centralised monitoring 
and control for field sites over long-distance communications networks. [1] 

It can be seen from the diagram in Figure 1 that the modern RSCS possesses all the characteristics of an ICS. 
The Control Centre System processes controls and indications for the signaller, based on information from the 
axle counter system and trackside object and level crossing (LX) controllers, with all safety-critical functions 
being verified by computer-based interlockings (CBIs). The object controllers, LX controllers and CBIs could be 
specific pieces of hardware or PLC devices configured for their role.  

Communication between the geographically dispersed assets is facilitated by IP data networks at the control 
centre and the trackside, which are linked together by Network Rail’s (in the UK) Fixed Telecommunications 
Network (FTN). There are also wireless communications between the train and signalling centre via GSM-R 
(Global System for Mobile Communication - Railway).  

Maintenance services, in addition to configuration updates, are provided via a technician’s terminal at the control 
centre, and remote laptops or tablet computers in the field. 
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Figure 1 Railway Signalling and Control System 

3 THREATS 

The headlines over the years of the early 21st century have documented their fair share of computer-based ICS 
attacks. Hackers today are evolving from the stereotypical teenagers in their bedrooms of the 1990s into 
organized criminals, activists/hack-tivists, terrorists and (more worryingly) state-sponsored groups [2]. 

That being said, a 14 year old boy managed to hack a tram system in the city of Lodz, Poland. The electronics 
genius, as described by his teachers, devised an infrared device to switch points on the network - derailing a 
tram in the process, which then collided with a tram coming in the opposite direction. 12 people were injured. [3] 

In 2003 a computer virus was blamed for bringing down signalling systems throughout the Eastern United States. 
The virus infected the computer system at CSX Transportation’s (a railroad company) headquarters in 
Jacksonville, Florida and spread, shutting down signalling and dispatch systems across their entire network, 
covering 23 states. During the attack, trains were halted due to dark signals and delays throughout the day 
ranged from 15 minutes to 6 hours. [4] 
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The most famous ICS cyber-attack on a piece of critical national infrastructure is ‘Stuxnet’ - the name given to a 
computer worm that targets physical infrastructure and is believed to have been designed to target Iranian 
nuclear systems. Now, antivirus firm Symantec have released details of a new Trojan - ‘Duqu’ - thought to be the 
precursor to the next Stuxnet. Duqu’s functionality shows that it is the foremost intelligence gathering mechanism 
for collecting information on ICSs and discovering vulnerabilities for subsequent analysis and exploitation. Unlike 
Stuxnet, it is not destructive. Instead, it steals information, including the interception of key strokes and taking 
screen shots, hiding the data in jpeg type images. The stolen data is then encrypted and transmitted via several 
compromised servers to make tracking more difficult. After 36 days the Remote Access Trojan removes itself, 
providing a high degree of stealth and making identification of affected systems difficult. [5]  

Duqu, originally thought to target industrial control system equipment vendors, gives an indication of the type and 
complexity of cyber threats that face organisations which manage critical national infrastructure today. Worryingly 
malware like Stuxnet and Duqu are increasingly becoming more sophisticated and ubiquitous. 

The ICS Computer Emergency Response Team (ICS-CERT) in America helps protect pieces of critical national 
infrastructure by monitoring and responding to threats. Figure 2 shows that the number of incidents or ‘cyber 
events’ that team respond to is increasing. It can be seen from the figure that incidents in the transport sector 
contributed 12 (5%) of the 245 reported incidents in 2014 [6]. 

 

Figure 2 ICS cyber events in the United States reported to ICS-CERT [6] 

The UK Government rank cyber threats as a Tier One: Priority Risk in their National Security Strategy, alongside 
terrorism, war, natural disasters and global pandemic [7]. Network Rail, the national rail infrastructure manager in 
the United Kingdom, is classed as a Category 2 provider of critical national infrastructure by the Civil 
Contingencies Act 2004, with Category 1 including institutions such as the National Health Service, Emergency 
Services and Military. 

 

Figure 3 Who could attack the Railway Signalling & Control System? 

The widespread introduction of more highly interconnected systems in the future, such as the Traffic 
Management System and European Rail Traffic Management System, which includes the European Train 
Control System and GSM-R radio services for wirelessly transmitting data to trains, increases the potential for a 
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cyber-attack to compromise a wider proportion of the RSCS. This could mean longer delays affecting larger 
areas of the rail network, escalating the associated costs of delay minutes.  

A darker scenario exists where a cyber-attack is able to affect the safety critical functionality of the RSCS, 
endangering multiple trains across a large area. 

Network Rail recognise in their Cyber Security Strategy 2013 that, “as the threat grows, our systems become 
more connected and our reliance on them increases, our defences need to evolve”. They have also assigned 
cyber-attack a score of 8 in the corporate risk register (probability 3/5 + impact 5/5) [8]. 

For railway infrastructure operators across the globe, it is vital that the defences stay ahead of all forms of attack 
(e.g. malware, espionage, user error and misuse, hacktivists, terrorists and organised criminals). 

4 MITIGATION 

Protecting such a critical piece of national infrastructure requires a collaborative effort among; infrastructure 
managers, system designers and equipment manufacturers, security experts and Governmental departments. 
The infrastructure managers can collaborate with system designers and equipment manufacturers, in the supply 
chain, to ensure that signalling systems are ‘secure by design’ against cyber security threats. Infrastructure 
managers can also share real-time security data with governmental departments (i.e. GCHQ or CPNI in the UK 
and Department for Homeland Security in the USA, for instance), who can then monitor network activity and 
quickly respond with expert assistance maintainers during an incident. Governmental departments can also raise 
alerts of breeches to critical infrastructure systems, thereby notifying operators of other critical infrastructure to 
the threat. 

 

Figure 4 A Modern Signaller's Workstation 

Much guidance has been written about protecting ICS/SCADA systems from cyber-attack [1] [9] [10]. That 
guidance has been summarised in this section as elements of a strategy that could be applied to a modern 
RSCS. For more information, please refer to the guidance documentation referenced in this paper.  

4.1 Strategy  

It is worth noting that ICSs have the opposite priorities to corporate systems in terms of availability, integrity and 
confidentiality, as illustrated in Figure 5.  
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Figure 5 Comparison of Priorities 
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4.1.1 Business Case  

Provides the business concerns and financial justification for creating an integrated cyber security strategy. 

4.1.2 Risk Assessment  

Effective cyber security requires a clear and thorough understanding of the evolving threats to the system, its 
vulnerabilities and the impact of an attack. ‘Threat actors’ – the individuals or groups that might carry out a cyber-
attack need to be analysed and their motivation, means and opportunity (accounting for system vulnerabilities) to 
carry out an attack identified [11]. Attacks may not always be intentional, such as employees connecting 
removable media which passes a virus picked up from elsewhere into the RSCS. The impact of all types of threat 
should be assessed before security requirements can be defined.  

4.1.3 Requirements  

Based on the findings resulting from the risk assessment, a detailed set of requirements can be defined. This 
allows a refined approach to be taken, balancing the cost of security controls against the actual (rather than 
perceived) threats. Below are several foundational requirements that have been identified for industrial cyber 
security and some examples of controls that could be used to fulfil them: 

 Access Control - of selected devices, information or both to protect against unauthorized 
interrogation of the device or information (e.g. Operations floors and equipment rooms in control 
centres, location cases, Relocatable Equipment Buildings). Access control can be based on role 
and adjusted in response to the current level of threat to balance operational flexibility with security. 
Electronic access controls using two-factor authentication can be applied to equipment rooms and 
location cases (if necessary) along with door alarms. 

 Use Control - of selected devices, information or both to protect against unauthorized operation of the 
device or use of information (e.g. Maintenance workstations, remote laptops, equipment 
configuration devices). Use control can again be based on role and adjusted. Shared and generic 
passwords should be avoided and available system user and device authentication should be 
implemented. (E.g. 802.1x device authentication, MAC locking and OS password protection). 
Systems should be ‘hardened’ by physically or logically disabling connection ports, media and 
applications that are not required.  

 Data Integrity - Ensure the integrity of data on selected communication channels to protect against 
unauthorized changes (e.g. Train Detection - axle counter and track circuit indications, point 
detection, signal lamp proving, controls, commands, train describer data which gets used in delay 
attribution). Data integrity can be maintained by segmenting the network using firewalls to create 
demilitarized zones and secure gateways that separate the signalling data at the control centre 
from other operational data services such as TRUST and time table information. Virtual Local Area 
Networks (VLANs) can be used in addition to separate the signalling data from maintenance and 
other data as it travels through the network channels. Remote Condition Monitoring data and data 
logger histories can be configured with read-only visibility from an external source. 

 Data Confidentiality - Ensure the confidentiality of data on selected communication channels to 
protect against eavesdropping. Data confidentiality, as well as integrity can be achieved through 
active monitoring of firewall logs and intrusion detection systems which help to recognise 
abnormalities that could be the hallmarks of an attack. 

 Timely Response to Events - Respond to security violations by notifying the proper authority, 
reporting needed forensic evidence, and automatically taking timely corrective action in mission 
critical or safety critical situations. This requires clearly defined and rehearsed procedures to be in 
place for when (not if) a cyber-attack occurs. 

 Resource Availability - Ensure the availability of all network resources to protect against denial of 
service (DoS) attacks, faults or intrusions that create an increased volume of network traffic. This 
could be achieved by redundancy of critical components. 



Cyber Security of the Railway Signalling and Control System Page 6 of 7 

 

4.1.4 Policies  

Security policies can be developed to enable an organisation to follow a consistent program for maintaining an 
acceptable level of security. System security and training should be regularly reviewed as systems change with 
time and new vulnerabilities are discovered.  

4.1.5 Countermeasures  

It is typically not possible to achieve the security objectives through the use of a single counter measure. A 
superior approach is to use the concept of defence in depth, which involves applying multiple countermeasures 
in a layered manner. Figure 6 classifies countermeasures into three types.  

  

Figure 6 Countermeasures 

Careful consideration must be made when applying software patches and updates. For instance, if a security 
vulnerability is found in an interlocking, what do you do? Take it out of service? Apply a patch that has only had 
limited testing? Perform full testing and accept the risk during the time this takes? Or put other control measures 
in place that may have other impacts, such as aspect or speed restrictions or restricting system user privileges 
and disabling technician’s controls? 

None of those options are particularly palatable. It is a case of choosing the least worst option.       

Whilst the emphasis is often based on technological countermeasures, social and procedural countermeasures 
are equally important; as is defining the roles and responsibilities of the people involved both in business-as-
usual and emergency response situations.  

Social engineering is an easy way into a secure network and can render the most advanced security 
technologies useless. Therefore it is of utmost importance that staff are aware of this angle of attack and are 
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backed up by procedures that can be easily adhered to. Similarly procedures can also be in place to ensure the 
safe and secure use of dedicated removable media and maintainer’s laptops, for instance checking for viruses 
(malware) prior to use and keeping anti-virus software up to date on all the equipment that runs it. 

This strategy outlines a defence-in-depth approach to managing the cyber security risk faced by the railways of 
the near future. To keep pace with new vulnerabilities and methods of mitigation signalling and telecoms 
engineers should consult the best practice guidance referenced above.   

5 CONCLUSION 

As the RSCS embraces common technology and protocols to form a highly interconnected system, thereby 
exposing itself to an ever increasing number of threats; the designers, maintainers and managers need all play a 
role in ensuring the system is secure by design, and a robust security strategy with effective countermeasures is 
in place. Information on the evolving threat needs to be shared amongst the signalling and control industry. 
Vendors of control systems need to develop secure products and technologies, and users of these should 
assess them and make their requirements known. This ensures the best possible protection for rail passengers, 
workers, freight, infrastructure and members of the public. 
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